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1. OBIIME IMOJIOKEHMA 110 YIIPABJIEHUEO WHOOPMAITMOHHON
BE3OITIACHOCTbBIO

1.1. TepmuHbl, ONpeJeJeHH H COKpANIeHUs

Tepmuu Omnpenenenue
AKTHB [Tpom3sonbHENT OOBEKT, NIPEIMET HIHM CYIIHOCTb, KOTOPBIE MMEHOT
MIOTEHIMANLHYIO Wi (HaKTHYeCcKyI0 IeHHoCTh Ang ObmecTna
WH}opMamoHHEIH PasHOBHIHOCTE  axkTHBa, mpeiacrammomas cobod  mHOOpMAIHIO
pecype Ha MaTEPUATEHOM HOCHTENE
AIMWHHACTPATOP Paboruux OObmecTBa, HaIeJASHHBI TIpaBaMH  aJIMUHUCTPUPOBAHUS

HHGOPMALIMOHHBIX AKTHBOR, B 0043aHHOCTH KOTOPOTO BXOIAT MOLNEPIKKA
HEOOXOIMMBIX  3allUTHRIX Mep H  ofecnedeHwe  HCHIONB30BAHHA
HE(POPMAIIHOBHOTO PECYPCa B COOTBETCTBHE € TPEOOBAHUIMH BIIAJC/LICE
3THX PECYPCOB

Brzuec-npornecc (BIT)

CucteMa  IIOCHEJOBATEIBHOM,  LENEHANPABICHHOH  [EATEIBHOCTH,
HeobxomMoi 11a ocymecTsieHns 6usHec-noTpeduoctel ObmecTBa

Bezonacuocts (MB)

Bragenen Paforank O6mecTBa, HaNeNEHHBIA TIOTHOMOUMSMH ¥ OTBEYalOIHA

HHPOPMALIHOHHOTO 3a yTBEpIKIEHHE TpaB AOCTYIIA K AKTHBY B COOTBETCTBHU C IPHHIHIIOM

pecypea (akTHBa) [IPOM3BOACTBEHHON HEOOXOMHMOCTH

Bpenonocuoe I10 KommsroTepHas mporpammva 7m0 HHas KOMIBIOTEpHas HHpOpMaIms,
3aBENOMO TpE/Ha3HAYEHHBIC U] HeCAHKIMOHMPOBAHHOTO YHUYTOKEHHI,
BTOKHPOBAHES, MOTHU(BUKAIINH, KOIHPOBAHKS KOMIBIOTEPHOH HHpOpMALHH
WK HeHTpanu3alyy Cpe/ICTB 3aIUThl KOMIBIOTEPHOH HH(pOPMALHH

JlemunurapuzopaHHaas CerMeHT BLIUMCIHTENHHOH CETH, SBHO BBIAEICHHBIH I pasMeIneHHT

soma (IM3) CepBHCOB, OTBEYAIOIMX Ha 3alIPOCHl 3 CeTH VIHTepHET, ¥ OrpaHUYCHHBIM
B JOCTYIIE K OCHOBHEIM CEIMEHTaM CETH C IIOMOTIBI0 MEYKCSTEBOr0 9KPaHa

JocTynHoCTb CBojicTBO HH(OPMALMH, KOTOPOE XapakTepu3yeTcs obecredeHHeM

nHbOpMaLUK GeCIpensITCTREHHOTO ¥ CBOEBPEMEHHOTO JNOCTyNa K HeH CyOBeKIoB,
HMEIOIIAX Ha 9T0 IONHOMOYHS.

Hudpopmanuonnad CocTogHME 3allMINEHHOCTH HHTepecoB (menmeit) OOmiecTRa 0T yrpo3

B HHOOPMAIMOHHOH chepe, @ TakKe COXpaHeHHe KOHQHICHIUANBHOCTH,
LEIOCTHOCTH M HOCTYITHOCTH HHQOPMalHH

WMubopMaiioHHBE
texuonorun (UT)

IIpouecchl, MeTOmsl — moMcka, cOopa,  XpaHeHusd,
NpedoCTaBlEHWs,  PAcIpOCTpaHeHWs  HHpOpMAmWuH ¥
OCYIIECTBICHHS TAKHX IIPOIECCOB B METOIIOB

o6paboTKy,
CTT0C00BI

Wuunnenr
uHbopMaroHHOH
Oe30macHoCTH

OmDHO WM HECKONBKO HEKENaTeNbHbIX CODBITHH HMHQOPMALUMOHHOH
fe30MacHOCTH, C KOTOPBIMH CBsi3aHa BEPOSTHOCTh HaHeceHWs ymepda
HOCTYNHOCTH, LETOCTHOCTH WX KOHGHACHUMATRHOCTH HH(OPMALHH,
xpanuMoii ® oOpabarbBaeMOM B JOKAIBHOM BBIYMCIHTEIBHOH CETH
Ob6mecTBa

UT-undpactpyxrypa

CoBOKYIHOCTE HHGOOPMAIMOHHBIX TEXHOJOTHHA H TEXHHYSCKHX CPEJCTB,
oBeceUBAIOIIAX XpaHeR e, 06paboTKy U epeady H(GOpManuH

Kommepueckas Tafina

PesxuM  KoHOHOEHIHATFHOCTA  HHQOpPMAIMH,  MO3BOJLIIOMAH o8
o6TamaTemo TIPH CYMIECTBYIOIIMX WM BO3MOKHBIX 0OCTOATENbCTBAX
YBEIMYMTE JOXOHbI, H30EKaTh HEONPABAAHHBEIX PACXOIOB, COXPAHHTH
HONoMKEHHe Ha pBIHKE TOBApoB, paboT, YCIyr HIIHM IMONY4HTh HHYIO
KOMMEPUYECKYIO BEITOLY

Kontparent IOpummaeckoe  wid  (Qu3uyeckoe  nmuo, memomesyromee  HT-
uHGpacTpykTypy AO «ATK» Ipd MCIONHCHMH TPaXX[AaHCKO-IIPaBOBOIO
jorosopa (TOOPSAYWK, IOCTABIIMK, NApTHEP, KOHCYIBTAHT, CTaxep,
OPAKTHKAHT ¥ T. I.)

KoudunesunarbHOCTD CaoiicTBo uHGMOpMaNMH, KOTOPOE XapaKIEpH3YeTCs COXpaHEHHEM 6e

HHOOPMALIHA B TaiiHe oT cy0GLEeKTOB, He HMEIOIIHX TIpaB Ha JIOCTYI K Hel




JloxaneHas
BEIUMCTHTETLHAS CETh
(JIBC)

Yacte WUT-uudpactpykrypst OOmEcTa, HCHONB3yeMas Uil Iepeadd
uadopMallue

MekceTeBo# 3KpaH,
Firewall

[IporpaMMHBIA ~ WIH  IPOrPaMMHO-AIIAPATHEIH  STEMEHT JIBC,
OCYIIECTBILIOMIUH KOHTPONE M (UIBTPALMIO MPOXOJINEro Hepe3 HEro
ceTeroro TpahyKa B COOTBETCTBHH C 3alaH HBIMH TPABHIIaMU

Hapymurens Cy6BexT, peanu3yioLmii yrpo3s! KEQOpMannoHHOH 6e30IacHOCTH

HCI HecauKImHOHUPOBAHHBIH TOCTYII

HOIII HexpamuduuupoBagHas SIEKTPOHHAS IOANNCH

ObmecTBO AQ «ATK»

Omnepanuonnas cuctema | Kommexe B3aWMOCBA3AHHEIX TpOrpaMM, nperHa3HadeHHbX

(0C)

IUIS YTIPaBJIEHHs PECYPCAMH KOMIBIOTEPA W OPraHi3aliy B3aHMOICHCTBHA
C TIOJIB30BATENEM

[Mapomns CpezcTso MPOBEPKH JHYHOCTH IOJIB30BATENL JUIA JOCTYHA K pecypeaM
JIBC, obecneunBaromiee HACHTHOUKAINIO ¥ ayTEHTHQHKALIMIO Ha OCHOBE
CBEJEHHUH, H3BECTHBIX TOJIBKO MTOJIB30BATENIO

[Iporpammuoe IIporpaMma HITE MHOJKECTBO TIPOTPAMM, UCHOIE3YEMBIX I YHPABICHUS

obecneuerue (110) 39BM

[TonuTuka TTonmuuka uaGOpMaIHOHHOH 6e30IacHOCTH, VTBEP)KICHHAL
PyxosoputeneMm AO «ATK»

IToms3oBarens JTwi0, TPYTINA JTUI WM OPTAHM3AIHS, HCHOIE3YIOHe HHQOPMAITIOHHBIE
axteBsl OBIIECTBA B IENIX PEIIEHNS 3a/1aY, OTHECEHHBIX K HX KOMTICTEHIIHH

I1211 [IpocTas 3neKTPOHHAS TIOIIHChH

Pernament PeryaMeHT HCIIONB30BAHMS HHPOpMALHOHHBIX pecypcor AO «AI'K»
(naHHBL JOKYMEHT)

Puck nadopmanmonsol | Cobbrrre uHopManHoOHHOH fe30nacHOCTH, BEMeIonee 1Be

6e30macHOCTH XApAKTEPHCTUKH: BEPOSTHOCTh HACTYILICHHS COOBITHS 1 YIepO BCIIE/ICTBHE
HACTYIUIEHHS 3TOT0 COOBITHS

C31 Cpenctsa 3amuTsl HHQOPMAIKH

CK341 CpezcTsa KpunTorpadudgeckol 3aruTsl HEQOpMAaIHK

VYrpoza DaKTOp UITH COBOKYIIHOCTH (aKTOPOB, CO3MAIONIMX ONaCHOCTh HAPYIICHAS

uHbOpPMaLMOHHOH [(€TOCTHOCTH, JOCTYITHOCTH ¥ (MIIH) KOHQHICHIMATLHOCTH HH(POPMALHH

fe30macHOCTH

YUb Vnpagnerwe HHGOPMAIMOHHOM O€30MACHOCTH  KOMIaHUH-TIAPTHEPA,
oxazpiBatomedl OOmecTBy Ha OCHOBAHMH JIOTOBOPA KOHCYJIbTallHOHHBIC
ycayry B 06nacTi HHOOPMAIMOHHON 0e30acHOCTH

YUT COOTBETCTBYIONINE NOAPA3MENEHAs KOMIAaHHH-TIAPTHEPA, OKa3BIBAIOIIEH
O6mecTBy Ha OCHOBAHMH JIOrOBOPa YCIyTH B 00NacTH AH(OpMALHOHHEIX
TCXHONOTHH

Y 3BUMOCTH CnaGoe MecTo B WHPOPMANHOHHOH CHCTEME, KOTOPOE MOXKET IPHBECTH
K HAPYIIEHHIO [EIOCTHOCTH, JNOCTYNHOCTH MIH KOHQHICHIKATBHOCTH
uH(GOpMAaITHH

IlenocTHOCTS CBoitcTBO HH(OPMALMH, KOTOPOS XapakTepusyercs ofOecneueHHeM e

HHOOPMAIUH JNOCTOBEPHOCTH ¥ IIOTHOTEI

Security information and | Kmace mporpaMMHEIX TIPOAYKTOB, IPeAHA3HAYCHHBIX 1L cbopa ¥ aHaIH3a

event management yH(opMaruy 0 cOOBITUAX 6E30TIaCHOCTH

(SIEM)

RAID U36LITogHEI MACCHB HE3aBUCUMEIX (CAMOCTOSTENILHBIX) [HCKOB —
TEXHOJOTHA BHPTYAIU3AIMH NAHHBIX Jii OOBENHHEHHsS HECKOTBKHX
(QU3MYESCKHX FUCKOBEIX YCTPOHCTB B JIOTHYECKAN MOIYJIb UL IIOBHITICHHS
OTKa30yCTONUIHBOCTH HM/HIIH IIPOH3BOMMTENLHOCTH

RAT YTHIUTEL YOAICHHOTO YITPaBIeHM (amMUHUCTPHPOBAHU)




VLAN (BupryainsHas TexHOIOrKs, O3BOIIIONIAS TPOU3BECTH IPYNIHUPOBKY HECKOIBKHX CHCTEM

JTOK&IbHas B BEIIEEHHYIO CETh Ge3 (hH3MYECKOTo OTIENEHHM 3THX CHCTeM OT 0fme#
KOMITBIOTEPHAS CETh) CeTH

VPN (BupTyansHasd TeppHTOpHANBHO pACIpPElENeHHas KOPIOpaTHBHAS JIOTHYCCKAT —CeTh,
YACTHAA CETh) cosmaBaeMas Ha 0ase yKe CYIIECTBYIOUMX CeTedl  (JIOKaTbHBIX

KOPIOPATHBHBIX CETEBEIX CIPYKIYp, CeTeH CBA3H OOLIEro MONB30BAMNL,
cerm MHTepHeT, ceTeif CBA3M OIEPATOPOB CBA3M), MMEKOLIAs CXOMHBIX
C OCHOBHOHM ceThi0 Habop YCIyr M OLIMYaloU[ascs BBEICOKAM YPOBHEM
3QIIKTEL JAHHBIX

1.2. HaszHagenue u 00JacTh neHcrBuna PerniamenTa
1.2.1. Ilems PermamenTta

Ilensio  Pernamenta sBieTcsl wucmonHende monoxenud lomurukn  HE(OPMAHMOHHOH
Ge30MaCHOCTH B YaCTH PEryNHpOBan#s Henonb3oBanus UT-undpacTpykTypsl ObmecTBa KOHTPAareHTaMH.

PermamenT paspaboran ¢ yderoM TpeboBaHWM  3aKOHONATENBCTBA, MCEKIYHAPOMHBIX
¥ HAIMOHATBHEIX CTAHZAPTOR, A TAKJKE JIYIIIHX IPAKTHK B 061acTh HHpOpMalHoHHOH 6e30macHOCTH.

Tpe6opanus AaHHOrO PernamMenTa MOryT OBITh YCHICHBI HITH ocabierHs! B KaXKI0M KOHKPETHOM
CITydae Ha OCHOBE Pe3yJIbTATOB ONeHKH puckoB Wb paboTHuKaMu YUB.

1.2.2. Ofmacte peiicTBus PermamerTa

Hacrosmmit PernamMeHT npWMeHseTcs wHa ypoHe OOmecTsa M IpH  B3aHMOJICHCTBHH
¢ KOHTpareHTaMy, ucnomssyomumu UT-uindpactpykrypy Obmectsa.

TpeGopanus PeriamenTa SBISIOTCS 00S3aTETBHBIMA I MCTIONHEHUS KOHTPAICHTaMK B TICPHOL
ucrnonszosanms UT-uadpactpykryper Ofmectea. COOTBETCTBYIOINME TIONOMKCHHUA HOIUKHEL OBITE
BKITIOUEHET B 0043aTeBCTBA KOHTPAreHTa [0 H0roBOpy (MPHIOKEHHE).

Tpe6oBanus TaHHOrO PernaMenTa IPAMEHSIOTCS KO BCEM TEXHOMOTHAM, KOMTIBIOTEPHOH TEXHHUKE,
CEeTSIM, TIPUJIOKEHHMAM, aBTOMATH3MPOBAHHBIM H ONEPAIAOHHBIM CHCTEMAaM O6mmecTBa, K IIpoleccam
aJMHHHCTPHUPOBAHHS, CONPOBOKICHHAA ¥ HCTIONB30BAHMS HHMOPMALIHOHHEIX CHCTEM ObmecTaa.

HWcnonszoBanne MHGOpMAUMOHHBIX axTHBoB OOmecTBa, BHE 3aBUCHMOCTH OT IIETH,
ABTOMATHYECKH HAKTANBIBAST OTBETCTBEHHOCTh 10 CoOIEOAEHMI0 TpebOBaHWH, MPEXYCMOTPEHHBIX
IaHHBIM PeriaMeHToM.

1.3. Co0TBETCTBHEC 3aKOHOIATENLCTBY

1.3.1. JleATcibHOCTS KOHTpareHTa MO OOCCHEYEHHIO HH(OPMAIHOHHOH Oe30MacHOCTH JOMKHA
COOTBETCTBOBATH TPeOOBAHMIM AEHCTBYIOIIEr0 3aKOHONATEIbCTRA.

1.3.2. KownTpareHT AO/KSH HUMETh COOTBETCTBYIOIIMC THIICH3HH Ha BHIBL ICATEIIPHOCTH 10 obpaboTke
¥ 3a1MTe HHGOPMALMM, OIpe/leleHHbe AeHCTBYIOMMM 3aKOHOATEIBCTBOM KaK MOIMCKAIIME
TALIEH3HPOBAHHUIO.

1.3.3. Mcrmonp3osaHye KOHTPAreHTOM 06BEKTOB aBTOPCKOTO TIPaBa B HHTEIIIEKTyallbHOH COOCTBEHHOCTH
JOIIYCKAaeTCA TOJRKO IPH HANMYMH WMCKIIOYHTENBHBIX NPAB MM HA OCHOBAHHA H B paMKax
JIIEH3HOHHAIX COMJIAIICHIH ¢ HX IPaBoO0IaaTeIIMH.

1.3.4. O6pafoTka NEPCOHANBHBIX NAHHEIX JOJDKHA OCYIIECTBIATHCS KOHTPareHTOM B COOTBETCTBHH
¢ TpeGoBaHEAMH ASHCTBYIOMEr0 3aKOHOAATENbCTEA H 3aKITFOIEHHOTO I0T0BOPA.

1.3.5. VindbopManfOHHBIC CHCTEMBI KOHTPAreHTA MOJKHBEI PETYISPHO NPOBEPSTHCA Ha IIPEIMET
cooTBeTcTRHS TpeGopanmuam O6imecTa B 061acTH HHPOPMAIHOHHOK 0e30ITacHOCTH.

2 POJIN 1 OTBETCTBEHHOCTH 3A OBECIEYEHME MHOOPMAITMOHHON
BE30OIIACHOCTH

2.1. TlpencraBuTE/]H KOHTPAarcHTOB



2.2,

2.3-

2.4,

KoHTpareHThl B paMKax HemonHenus Tpebopanui PernaMenTa HecyT OTBETCTBEHHOCTS 3a.
03HAKOMJICHYE TOTURHEHHEIX PaGOTHIKOB, HCIIOMHUTENEH ¢ TpeboBaHnAMY PeriaMenTa;
BhMoNHeHKe TpedoBanuit PernamenTa;

KOHTPOIb BHUIONHEHHS TTOTIHHEHHBIMA PaboTHAKAMH, HCIOTHHTEIAMH TpeboBanuit Pernamenrta;
coneiicTere mpencTapuTenaM OBIIecTBa B CIIY/KSOHBIX PACCTENOBAHUAX 10 (AKTAM HapyIIeHHA
TpeGopanui Mb;

CBOEBDEMEGHHOE  NpefoCTaBieHHe  TpeOyeMblX — MOKYMEHTOB M HMHOH uabOopMaIH
YIIOTHOMOYEHHBIM npejcTaBuTenam ObmecTsa.

Ynpasienne nadopManHoHHoH 0€30IMacHOCTH

PaGorunku YUB B paMxax uenonHenns Tpebopaniii PermaMenTa HECYT OTBETCTBEHHOCTD 34!
COTJIacoBaHKe JOCTyIIa IpecTapuTeiaM KorTpareTos k MT-undpactpykrype Obiectsa;
pazpaloTKy Mep, HOPMATHBHBIX MOKYMEHTOB ¥ TEXHHYECKHX PEIICHWH, HANpPaBICHHRIX
Ha MUAEME3aIMIo prckos Wb,

HAeHTH(UKANIO i aHamas yrpo3 Wb, ucrounukos yrpos B, ysssumocTei uHGOpMALIHOHHBIX
PECYPCOB, PHCKOB peam3anuu yrpos Mb; -

MOHHTODHHT JKYPHAIOB HHQOPMALHOHHOH 6e30macHOCTH (JKyPHATIOB CETEBRIX coOBrTaii, neficTBui

nonp3oBaTenell ¥ aIMHHMCTPATOPOB HH(MOPMALHOHHBIX CHCTEM, JKYPHANOB AHTHBHPYCHBIX
npuwioxeEni), SIEM-cucrem | T. 1]

BBISBIICHHE, OPTAHA3AIMIO PACCIIEOBAHUS U IMKBHAIMIO HHnuAerToB Mb;

KOHTPONb MCIONHEHHS IIPEJCTABHTENIMH KOHTPATreHTOB TpeGoBanuit PernmaMeHTa H HHBIX
HOPMATHBHBIX JokyMeHToB O6mecTsa B obmacti Mb;

CoracoBanHe HCKIoueHnii w3 06macTy AeficTus [JoNMHTHKE HHPOPMAITMOHHON Ge30IaCHOCTH;
OCYIIEcTRICHHE KOMMYHHKAIHA ¢ KOHTparenTamu mo ponpocam b ot uMenn Ob1ecTsa.

Ynpasienne BHGOPMANHORHBIX TEXHOJOTHH

PaGoruuka YUT B pamrax ucrnomieHud Tpebosannit PernaMenTa HECYT OTBETCTBEHHOCTD 34:

TpeOCTABIEHHe KORTpareHTaM focryna k MT-urdpactpyxrype OOImmecTsa mocie MOMydeHIT
cornacosannug YUB;

koupurypanuo UT-akusos OBmecTsa B COOTBEICTBHH C TPeOOBAHUAMA UBb;

peanmzaiyio Tpebosanuil WH(OpMAarorHO# OesomacHoctm B MT-mpoexkrax IO pPa3sBHTHIO

AH(GOPMATIHOHHON MHGPACTPYKTYPEL, @ TakKe 110 paspabOTKe H BHEIPEHUIO HHQOPMALIHOHHBIX
CHCTEM;

DPeaNU3AIIIO KOPPEKTHPYIOMAX MEPOIIPHATHAH 110 pesynbTaTaM ayaura 1b;

npenocrapneHie TpeGyeMBIX HNOKYMEHTOB H uadopMauy O IPOBEHEHUS AACHTHQUKATTIH
u orieHKH puckoB Ub;

COZIEeHCTBHE B Pacce0BAHHA HHIACHTOB HHGOPMAIMOHHOH 6e30IaCHOCTH.

Toapasnenenne-kypaTop OfmecTBa, OTBETCTBENHOE 33 3AKII0OYCHIE /10r0BOPa

PyKOBOIUTENb TOAPA3IEIEHHI-KYPATOPA M OTBETCTBEHHBIE HCIIOMHUTENH IO JOTOBOPY B paMKax
ucnonHenys Tpebosanuit PernaMenTa HECYT OTBETCTEBEHHOCTD 34!

BKJIIOUEHUE TMONOKeHHE o cofmomennu TpeboBanui PernaMeHTa W OTBSTCTBEHHOCTH 3a HX
Hapylenue (B COOTBETCTBHH C TIPHIOKESHUEM) BO BCE JIOTOBOPEI, NOIOIHATENBHBIE COTTIAIICHHA
M MHBle JIOKyMEHTHI, YCTAHABITMUBAIOIHE KOMMEPYESCKHE  OTHOIIGHMA  CTOPOH,  €CiH
B3aUMOJICHCTRHE CTOPOH TIpefmoiiaraeT momydenne poctyna k UT-urdpactpykrype Obmectsa




B KakoM-mubo BHge (TpuObrTHE TIPEACTaBUTEII KOHTpPAarcHTa Ha obpext OOmecTsa
7S TIpoBeIeHus paboT, MOMydeHHe YAANCHHOTO J0CTyNa | T. ).

2.5. OTBeTCTBEHHOCTH 32 HencmoaHenne PeraamenTa

Hapymenrne KoHTpareHTOM TpefoBaBui PermaMenta MOKET OBITH BEIpaXkeHo Kak B (opme
necTBUd, TaK B Oe3/1eHCTBHA.

Hapymende HIM  HEBBUIONHEHWE  KOHTParcHTOM Tpebopanuii PermameHTa  SABIAETCA
HEHAUTEKAITIM HCIIONHEHNEM IOTOBOPHEIX OOS3aTeNsCTB M BIEUeT 3a coboff mocrencTsus B BHIE
NPUMEHEHAS K KOHTPAreHTy CaHKIUHH, a IMEHHO!

° npenocTepeketus (TpeboBaHMs IPEKPATHTE HapYLICHHE nonoxkenu#t PermameHTa B CPOK,
yKazaHueii OGIIEeCTBOM);

® mrpada B pasmepe 200000 (mectwm Teicsd) pyOmed 3a Kaimeri baxT HapymICHWA WK
HeBblTONHERHS Tpebopanuii PernaMenTa;

° PACTOPIKSHHSA JOTOBOPA.

B cioydac HEBBIIONHeHMs TPeOOBAHEM TNPENOCTEPE/KCHHS (HE YCTPAHCHHS BBIABIICHHOIO
HapyIleHds) B YKA3aHHBIA CPOX, B CIydae BBIABICHWA NOBTOPHOTO HapyIICHHA TpebGoBanui
PeryaMenTa, a TAKAS B CIIyUae, KOTja yiiepd, BEI3BAHHEIN JaHHBM COOBITHEM, IPEBBICHI O[HMH
MIJUTHOH pyO7eH, OO6IIecTBO BIpaBe B OJHOCTOPOHHEM BHECYHEOHOM IOPSANKE OTKA3aTbCs
OT HCIIOHEHUs. JOTOBOPA, 3aKMIOUEHHOLO C KOHTPArGHTOM, M MOTpefoBaTh KOMIICHCALUMH
BBI3BAHHBIX IIPEKpaIleHHeM JoroBopa yOorTkoB. Jlorosop OyAeT CUHTATECA MPEKPAIICHHBM
¢ MoMeHTa HanpaBnenns O6MecTBOM B afpec KOHTPAreHTa YBEIOMICHI 00 OTKa3e OT JI0roBOpa;
o 3ampeTa JaTbHeHIIINX KOMMePIecKuX oTHomen#i ¢ OBmMecTBOM (BHECCHAS B WIEPHBIA CITHCOKN).
By mpuMeHSEMBIX CAHKUMM B KaKOM CiIydae ONpPeeNIeTcs Ha OCHOBAHHH pemenns ObmecTBa
H B COOTBEICTBHM C IOJOYKCHHAMY JOTOBOPOB, JOIOTHATEIBHEIX COTTIAIICHHM M HHBIX JIOKYMEHTOB,
periaMeHTHPYIONAX OTHOIMEHNS KoETpareHTa 1 O0IuecTsa.
B cayuae BeaBIeHus (akTa HapYMEHHAs WM HEBBIIOIHCHHA tpebosannit Pernamenta
corpynHvKaMy YMB coCTaBIAeTCA aKT, B KOTOPOM (QUKCHPYIOTCH:

J JlaTa ¥ BpeMs HapyIIeHMWs,

® ONMCAHNE BLIIBIIEHHOTO COOBITHS,

° HOMEpA MyHKTOB PernamenTa, KoTopble OBUTH HAPYIISHB! HIIE HE BBITOTHCHEL,
c JHIO, JOTMYCTHBINEE HAapyIIEHUE HITE HEBBIIOHEH e PernaMenTa;

° CPOK yCTpaHeHHA BEIABICHHOTO HAPYIICHHS;

® mocneneTeEs (ymept), BEI3BaHHbIe JaHHBIM COOBITHEM;

° CaHKIKs, KOTOPAs TOUIEKHUT IPHMEHEHHIO K KOHTPAareHTY.

DK3eMINAPEl aKTa HANPAaBIIOTCS KOHTPATEHTY M PYKOBOJWTENIO MNOAPa3ACiCHAI-KypaTopa,
O6ImecTBOM TPHHHEMAESTCA PEMIEHHe O XapakTepe (BUIC) CaHKUMH B OTHONICHMH KOHTPAICHTA,
[OTIYCTHBLIIETO HAPYIICHUE HITH HEBBIIONHEHHS PermamMenTa.

Kourparent o6s13aH B CPOK, YKa3aHHBIA B aKTe, yCTPAHUTE BRIABICHHEIE HAPYIICHHS H HANPaBUTh
B anpec ObmecTsa OTBET 00 ycTpaHeHWu HapyineHws. Hapymienne KOHTParcHTOM TpeboBanull aKTa
B YACTH CpPOKA YCTPAHEHHs HAPYIIEHHS SBIAETCS OCHOBAHMEM JUIA TPHMEHEHHS IPYIuX CaHKIHH
B COOTBETCTBHYU C PernamMeHTOM.

B ciiyuae IpEMEHeHUs MTPahHBIX CAHKIMHI CPOK omTaTs! cocTaBiuieT 10 paboanx AHEH ¢ MOMEHTA
[ONy4YeHHs KOHTPATEHTOM aKTa O BELBIECHHOM Hapylenud. B ciydae OTCYTCTBHA OMNATEI mrpada
OfmecTeo ocTaBmser 3a coboif npaBo B OJHOCTOPOHHEM IIOPANKE YACPKATE CyMMY mrpada
TIPH BEITIOJHEHUH OIIATEI IO OTOBOPY.

3. OCHOBHBIE TPEBOBAHHISI TH®OPMAIIMOHHOHN BE30ITACHOCTH

3.1. TpecOGoBanusa K ynpapJjieHHIO yIeTHBIMH 3aITHCIMH oJaL30BaTeeH
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3.1.3.

KasIpii MOMB30BATeNs J0UKSH MMETh OIMH YHHKAIBHBIH HneHTH(GUKATOD (JIOTHH), KOTOPBIH
HCIIONE3YeTCS UM AN JOCTYNa K WHGOPMATIAOHHBIM aKTUBAM. VuerHad 3aIKCh NOIB30BATEN,
co3maBaeMas i paGoTel KOHTPArcHTOB, MO/LKHA HMETh OTpaHHYCHHBIH CpPOK [CHCTBHS,
cornacyemsit YUB.

TlpenoctaBieHue AOCTYNa KOHTPAareHTOB K uHGOpManHoHEEM axTHBaM OOmecTBa JOIAHO
BLIMONHESTECS Ha OCHOBAHWH 3aIpOca PYyKOBOIHTENA OPraHu3allui II0C/Ie COrIaCOBAHMA 3aIpoca
pykosoncteoM YHMB. B naHHOM 3ampoce KOHTpareHT 0b6s3aH TIepenaTh CIEAYIOHe CBEACHHA
0 pabOTHHKAX, [ KOTOPBIX 3alpalliBacTCsS HOCTYIL:

O 1.0,

JIOTKHOCTE;

anpec HMEKTPOHHOH MOYTHI;

KOHTAKTHBIA HOMep TeneQoHa;

OTIMCAHME MOKHOCTHEIX 00s3aHHOCTER / obocHopanue HeoOX0IUMOCTH AOCTYIIA,

Heob6XOOUMBIM YCIOBHEM IJIA COTIACOBAHMSA AOCTYNA K uHbopManoHHsM akTHBaM OOmecTsa
gBISIETCS TpelBapuTeNbHOe IONTHCAHWE KOHTPAreHTOM Cornamenns 0 HepasTalleHuy
kouunenmmansHoil nadopmaruu (NDA) 1o dopme ObmecTsa, a Takie cornacue COOMONATE
TpeboBanis HacTosmero PernaMenTa i HECTH OTBETCTBEHHOCTS B CIydae HApYIIEHHs OTOKEHHH
PernmamenTa.

Pabora monb3osatenelt ¢ cucremamu JIBC moikHA TPOM3BOAHTBECA TOIBKO C© HCTIONTB30BAHHEM

[OMEHHBIX Y9eTHBIX 3amucell. MckmoderneM ABISIOTCS CEPBUCEL, TIE HCIIOIB30BAHHE TOMEHHBIX
VUSTHRIX 3amicell TeXHAYECKA HEeBOSMOYMKHO. 3alpeiaeTcs HCroIb30Batie JIOKAJIBHBIX YIeTHRIX
mamMcel TONB3OBATENEN, 3a WCKIIOUEHAEM CIy4acB IPOBENEHHs PaboT 1o HacTpoHKe
WK YCTpaHeHHro Heronagok B padote I10.

Kasxnpi 1101630BaTens 005380 OCYIIECTBIATE JOCTYIl K na(opMaIHOIHEM akTuam OdmecTsa
TONBKO C HCIIONB30BAHKUEM JIHUHON yueTHOH 3armcH. Ilepefada nocTyma K CBOCH YYETHOH 3alIHCH
IpYTHM JIHLAM CTPOTO 3alperIeHa.

B ofmeM CIydae WCIOMAB30BAHME IIPaB JIOKANBHOrO afMHHEWCIPaTopa TIpe/ICTaBUTENAMH
KOHTPATEHTOB 3ampelneHo. [Ipasa JOKaMBHOTO aMUHUCTPATOPA MOTYT ORITH BBUIAHB! YYETHOH
SATTHCH IOTh30BATENS B CIIydae HATMYM IPOU3BOJICTBCHHON HEOOXOMMOCTH H T10 COTTIACOBAHMIO
c YUB.

VICIIOMb30BAHHE TOCTEBEIXY YISTHEIX 3anucelf (YISTHBIX 3armceH 6e3 mapoist) 1 rocTyna k M T-
uH(ppacTpyKType HE JOIMyCKASTCH.

JlocTynm KO BCeM pecypcaM K CESpBHCAM IIPE/IOCTABIIACTCA B COOTBETCTBHM C TIPHHLHLIOM
MUHHUMAILHON HEOOXOTUMOCTH.

3ampelnaeTes — CaMOCTOATENbHOES — IIOBBIIIEHHE OpHBMJErH#, a TakiKe HHBIC METOMBI
HecAHKIIMOHHPOBAHHOTO PACIIMPEHHA OCTYTIOB YIETHOH 3alKCH.

VueTHAS 3a0¥Ch TIONB30BATENSA OAJISIKAT OTKIIOIECHHIO B CISIYIOMIHX CIIyadX:

HaJI4ue TPH3HAKoB HHImAeHTa b, 3aTparuBaroluX MoNb30BaTelL;

OTCYTCTBHE BXOLOB B cepBuCHl M T-HHPaCcTPyKTyphL O6mecTBa 3a IOCIEIHUE 2 MECAIa;
yBeJIOMIIEHHE KOHTPATeHTa O IPEKPALIeHHH JOCTYNa eT0 MPEACTABHTEO;

zapepmenne PafoT IO IPOEKTY, AL KUTOPOro BEIIABAICA JOCTYIL.

TpeboBanns K MApOJILHOH 3amuTe

IlepBOHAYATBHEI MAPONL K YYCTHOH 3aMHCH ICHEPHPYETCA pabotHukavu YUT u mepenaercs
xoutparenty o CMC, B 3alIHINEHHEIX MECCEHIUKEPaX, rONOCOBOR CBA3BI0 OO TIPH JIMYHON
BeTpede. 3anpelnaetcs Tiepejiada mapoieH IO 3MEKTPOHHON I0YTE HIIM 9Yepe3 TPeThHX JIHI.
TTonsz0BaTeNs 0053aH CMEHHTE IIOMYUIESHHBIA Iapoib IPH IIEPBOM BXOJIC B CHCTEMY.
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3.3.

3.3.1.

3.3.2.

Iapons K YIeTHOM 3aMHCH [OIB30BATENS IOTDKSH YAOBIETBOPATE CEIYIOIIMM TPEOOBAHMSM!
JUTHHA He MeHee 12 cHMBOTIOB,

JIOITKEH COEP/KaTh 3aTJIaBHbIe H CTPOYHEIE OYKBEI, HPPEL, @ TAKKS CICIHAIBHBIS CHMBOTIEL
Q@H#S% &> V-_+=~[1{}\:3""<>,.2/;

He JOTDKeH COBHANATh CO CIOBAPHEIME CIIOBAaMH, @ TakiKe COJEp)KaTh JHYHGIE JaHHBIe
TIOIb30BATENS, KOTOPEIE OLT TI03BOISIIH BEIYHC/IMTE 3HAYEHHE 1ap0Jisi, HallpuMep:

o} ®. 1. O., HoMepa TeneOHOB, IAMATHBIE JaThl (JIHH POAKICHHA H T, 11.);

o TOC/IENOBATENEHO PACTIONOKEHHBIE Ha KNaBHAaType cuMBomE! («12345678», « QWERTY»,
HT. L),

o obmenprHEaATEHE TepMuRsl ¥ cokpattenas ((USER», « TEST», «t-ADMIN» u T. 1.);

Maponb He JAOKESH COBIAATH C IIOCNEHOBATENBHOCTAME CHUMBOIIOB, HCIONE30BAHHAIX B KAUECTBE
10 mpemsUTymIX maponeif moIs30BaTeNd K JOMEHHOH yISTHOH 3alHCH;

maponk K JIOMEHHOH YYeTHOM 3alliCH He HOTUKSH COBNAaTh ¢ TApO/IAMH, HCIOIL3YCMBIMH
TI0Jb30BATENEM IS OCTYIIA K APYTHM cucTeMaM (Hampumep, AoMamuuli MHTepHeT, OecmaTHas
ANMEKTPOHHAS TI04Ta, HOPYMEI | T. IL.).

CwmeHa maponeit JomikHa IPOU3BOAMUTECS HE pesike oaHoro pasa B 90 nHei.

B ciyusae BBoma HempasmibHoro maponsd 10 pa3 moapsg ydeTHad 3aluch II0NTh30BATENd
GrOKHpYeTes IO PACCMOTPEHMA IPHUUE OTOKHPOBKM paboTHrKamu YHb.

[ob30BaTel M 3aNpellacTes Mepejada apoiell OT CBOMX YYETHBIX 3allMCEH TPETHHM JIHIAM
B KakoM-ubo BHIE.

3anpermasTes XPaHKUTh napond (cepTH(HUKATEL, KITFOUM IOCTYNA | T. A.) Ha DyMamHBIX HOCHTEIIX
¥ Ha HeKTPOHHEIX HOCHTENAX B OTKPHITOM BHZE, T. €. §e3 HCIOIB30BaH!s CPECTB Wi PoBanHs,
B GACTHOCTH, 3alpelleH0 XpaHeHHKE [TapoTIch B TEKCTOBRIX (haiinax u ZoKyMeHTax.

3anpeInaeTes mepelaBars Napoiy (cepTuUKaThl, KIFO9M JOCTYNA K T. [.) B OTKPEITOM BHIE, T. €.
6e3 MCNONL3OBAHMS CPEACTR IMH(POBAHHS, B YACTHOCTH, CTPOTO 3alpEleHa Hepeaada napomel
B TEKCTE COODIeHHH SNEKTPOHHOH MOITEL

B cnyuae wmcmoms3opanus [10 mam  oGopyHoBaHHs, KOTOpOE TIOCTABILASTCS —BMECTC
CO CTAHAAPTHBIMH [apOILSIMH, 3a[JaHHBIMH IIPOH3BOJHUTENEM, YIONMHOMOYEHHRIE TPEICTABHTEN
KOHTpAreHTa M3MEHSIOT TaKWe NAPOJM Ha CIy9aiHO CreHepPHPOBAHHBIE M Y/OBICTBOPSIOLIHC
tpeBoBanuam VB, mocsie 9ero cooSIIaoT Iapoik YIOMHOMOYeHHbIM paboTHiKaM YT,
PeKOMEHIYeTCA XPaHHTb apoNy B crelmaim3iposanHoM 110 (MeHemkepax napoJiel), Hanpumep,
KeePass.

3ampermasTes HCNONB30BAaTh NAPONH B AHKETHRIX ONpOcax, HaMEKaTh Ha thopmar mapoieH,
HA3BIBATH WX B TPHCYTCTBHH IOCTOPOHHUX JMII, OTBEYaTh Ha JEOOHIE 3ampoCEl B OTHOIICHHH
ApOTIEH, & TAKKS BBOJMTE TAPOTH OT CIryKeOHBIX yUETHBIX 3alHCel Ha KaKuX-JH00 CTOPOHHHX
pecypeax.

IMonp30BaTelsM 3allpellacTcs YCTAHABIHBATD ¥ HCIONLE30BaTh OMHHAKOBEIE IIAPOIH UL AOCTyTIA
K pasinyHeM HHOQOPMATHOHEEM akTHBaM OOIIecTsa, 32 HCKIIIOUCHHEM CIyJaeB HCIOb30BaHUA
eIMHOH (IOMEHHOMR) y4eTHOH 3aIUCH.

TT1st CHUPKEHHA PHCKOB BO3HUKHOBEHAsT HANUAEHTOB Vb mons30BaTeiy 0053aHEL

B CiIydYae HOJO3PEHHs HAa TO, YTO Hapoib OT YUETHOH 3alUCH CTall H3BECTEH TPETHHM JIHIAM,
He3aMEUTHTEIbHOM TIOMEHATH TTAPOTTh M COOBIIMTE O BO3MOKHOM (akTe KOMIPOMETALNH YYETHOH
sanucH B YUB, a Takike CBOeMY HEIIOCPEACTBEHHOMY PYKOBOIUTEIIO;

B CIydae MOIYYeHHMS OT KOTO-NHGO IpockOEr COOOIIMTL Iapons OT YHETHOH 3alucH
He3aMeIIUTeNbHO COOOIHTE 0 cryynBieMcs B Y UbB;

He3aMeUIUTEIbHO MEHSITE TTapoTh K cBoel yuerHoit 3amucu 1o Tpebosanmo YHB.

TpeboBaHus 10 HCIOAH30BARMIO TEXHOIOTHIA YAAJEeHHOI0 JOCTyIa

VpalleHHBIH [OCTYI NIPEHOCTaBILIETCS KOHTpareHTaM Ha OCHOBAHMH 3alpoca pPYyKOBOIHTEN
OpraEM3alMi IIOCHe COTIAcOBAHWs 3ampoca pykoBoacTeoM YUb. 3ampoc momkeH COACPKATh
o6ocHOBaHUE HEOGXOMUMOCTH YAAIEHHOTO JOCTYIA JUIA KayK (0T II0TB30BaTEIL.

Bee ynanenssie nmogxmouenns k JIBC OOmmecTea MOMMKHEL OCYIISCTBIATECS C UCIIONIB30BAHAEM
texgomorux VPN, gocrymmemx npotoxonos IPSec, L2TP over IPSec mmm SSL. [lomima
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3.5.1.

3.5.2.

3:3.3.

oGecreunBaThea AByX(paKTopHas AyTSHTH(UKALMA IOIE30BATENCH TpH YHAIEHHOM [OCTYIe
k JIBC ¢ BCIONE30BAHMEM 3aMIHIIEHHBIX IIPOTOKOIOB @aBTOPU3ALIHH.

VaneHHBIl [OCTYIl INPEOCTABISAETICS IIONL30BATENAM B COOTBETCTBHM C  IIPHHIHIOM
MUHEMAILHOM He0OXOIHMOCTH.

[Ipy TpPeNOCTABNEHUH YHAISHHOTO JOCTYNa UL KAKAOTO IONb30BATENS WITH  IPYIIIEI
Monb30BaTeNedl NOMKHA OBITH HACTPOSHA IONHTHKA Oe30IacHOCTH, ONpEnelufomas NEPEeIeHDb
akTuBoB OBIIECTBa, K KOTOPBIM IPEI0CTaBIIAIOTC OCTYII, U IIpaBa [ocTya.

Bce yCTpoHCTBa, MCIOTB3YEMBIe UL YNAIEHHOTO HOCTYIa, AOIKHEl MMETh CPEICTBA 3alUTEL
BKTIOYAIOIIAE AHTHBAPYCHBIC PEINEHHsS, MEKCETEeBBIE OJKPaHbl, CHCTeMBl OOHapY/KEHHA
BTOPIKEHHUH, @ TAK/Ke CPECTBA KOHTPOIA IIPAIIOKESHHH | YCTPOHCTS.

3anpelnaeTcs IepefABaTh YIIPaBICHHE YATeHHEM COCTHHEHHEM TPETHHM JIHLAM.

Y aleHHOE YIPaBIeHAe paboTuMi CTAHIISIME | cepepamy, Haxoxsiumucs B JIBC Obmeetsa,
OCYINECTRIAETCA IIPH TIOMOIIY IPoToKoIa RDP ¥ COOTBETCTBYIOMMX YTHIHKT, BXOIIIUX B COCTAB
onepanEoHHOR cucTeMsl Microsoft Windows. Jlms Unix-mofoGHBIX CHCTCM obs3aTenpHO
HcTons30Ban#e potokona SSH ¢ apTopu3anuel 1o cepraduKary,

Ctporo 3ampemaercs HCIONG30BAHHE CTOPOHHHX YTHIMT YAANCHHOTO afMUHHCTPUPOBAHHA
(RAT), taxux xak TeamViewer, RemoteUtilities, RMS, RAdmin, AmmyyAdmin u T. IL
WckmouenyeM ABISIOTCS CNydad, KOIJla WCHONB30BAHHE TAKHX YTHIAT COMJIACOBAHO
pykoBoncToM YHB.

[lpu yHaneHHOM YHIPaBIEHHM CHCTEMaMH{, BXONSMIUMH B JIBC ObmecrBa, 3ampelieHo
KOTTHPOBAHHC HH@)OPM&HHI/I Ha JIM9IHbBIC }"CTPO?;:'ICTBQ.

TpeGopanus no $pusnvecKoii Ge30MaCHOCTH MOMeIeHH it 00paloTKH HHPOpMANHH

B cnyuae HeoOX0AUMOCTH IOMYYCHUS JOCTYIA B MOMEINEHHS o6paGoTku uHGOpMAIHH (HEHTPEL
06paloTKi JAaHHBIX, KPOCCOBBIE H T. 1) IPEICTaBUTENAM KOHTParcHTa PyKOBOAHTEIL
OpraEM3aiy JOIKEH 3apaHee (HE MeHee 9eM 3a 3 pabounx AHs 0 MNAHHPYEMOH NaTel Hadana
pabort) HarmpaBuTh B O6IIECTBO NHCEMO, B KOTOPOM YKa3aTh:

HepeyeHb NOMEIIEH H, B KOTOPbIE HeO0X0/mM HOCTYIL, 4 TAKKEe COCTaB MPOBOIHMBIX pabort;

IaTy ¥ BpeMs Hauyana pafoT, a Takike UX MPOLOIDKHTSIEHOCTE;

CHMCOK JIML, KOTOphIM TpeGyercst mocTyn B momemenus: @.M.O., macroprTHBIE [AaHHEIE,
JOTKHEOCTH, afpeca 3eKTPORHON MOYTH X KOHTAKTHBIE HOMEpa TENe(hOHOB;

CIIMCOK TeXHHKH, BHOCHMOM Ha Teppuropuio OOImecTsa: Mapka, MOJENb, CePHHHBIH
H HWHBEHTAPHBIH HOMED.

JlocTyI B IOMeIeHus 06paboTKi HH(GOPMAIUH JOJUKSH OBITh COIIACOBAH PYKOBOACTEOM YHUDB
¥ OCYIIECTBIATECA B CONPOBOKICHUH COTPYIHMKOB CITyKObI OXPaHBL.

Wcnonssosanne $OTo-, BHACO-, AY[AHO- H WHOM 3amuchIBAiOmEd TeXHUKH (Hampumep, (oro-,
BH/ICOKAMEp, BCTPOEHHBIX B MOOHJIBHBEIE TeneOHbI) MpH paboTe B IOMEIICHHIX oGpaboTka
nadopmarnun 6e3 paspemenus Y Wb sanpereHo.

TpeGosanns no ucnoissopanuo UT-undpacrpykrypst Obmecrsa

Ilpu pabore ¢ cerbto WurepHer m3 cerelt ObimecTBa KOHTPArSHTaM 3alIpEINEHO CKATHBATH
¥ YCTAHABNMBATL NPOrpaMMuoe ofecredenne Ha pabOYHE CTAHLMH M CEPBEPEI O6mmecrna
6e3 coriacoanus ¢ YUD.

IIpu paGote ¢ ceTsio MHTEpHET ¢ MCIOMB30BaHMHeM aKTHBOB OOMECTBA KOHTPAreHTaM 3AIPELICHO
[OCEINATH BEG-PecypCH], He HMEIONIHe HeloCPEICTBEHHOT0 OTHOME ) K paboTe. [lesTensHoCTh
KOHTDATEHTOB TpH pabote B ceTh VIHTEpHET MOXKET KOHIPOIHMPOBATECH, IPOTOKOIUPOBATHCA
¥ ePHOIMUYCCKH TIPOBEPATECS  YIHONHOMOYCHHEIME —paboTHukamu  YMB. Hcnonp3oBaHHe
nHGOPMAIIHOHARX pecypcos OOIIecTBa KOHTPAreHTOM O3HaJaeT COIIaCHe C TeM, 4TO 3a ero
JIeSTENFHOCTRIO OCYIIECTRISNETCS KOHTPOIE.

IIpu paSoTe ¢ ceThbio MHTepHET ¢ HCTIONB30BAHNEM akTHBOB OOIIECTBA KOHTPATSHTaM 3alPEIeHO
IIepechUTATE H/W/TH PA3MEIIATh Ha BHEIIHUX pecypceax (IyOmranbx GaioBeIX cepBepax, dopymax
1 T. I.) XoHbuaeHUKansHylo HEdopMaiuio OOmecTBa, B JACTHOCTH, CBEICHHS, COCTABILIIOMMIE
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3.7.1.

KOMMEPUECKYIO TaffHy, IEpCOHANbHBIE JaHHBIE, XPAHUMBICS 1 obpabaresaemele B JIBC, a Taioke
KOHTAKTHRIE JaHHbe paboTHukos O0mecTRa.

IIpu paboTe ¢ ceTbio VIHTEpHET KOHTpAreHTaM 3alPEMICHO MCIOMB30BAHAE COLUMATBHBIX ceTeH,
CHCTEM MIHOBEHHOTO 06MEHa COOBIMeHHIMH (MECCEHIKEPOB) H APYTHX CPEACTB KOMMYHHKAIUH,
IpHMEHeH’e KOTOPEIX He coracosano ¢ YHUB.

Tlpu pabore ¢ UT-madpacTpykTypoli ObmiecTsa KOHTparcHTAM 3alpemeHo HCIONIB30BAHKE
BEMHCTHTENBHX pecypcoB OBIIecTBa B LEISX TONYYCHHA JHYHOM MATSpPUANbHOU BBIFOIEL
HATIPHMEp, OCYIIECTBICHHE TOPTOBBIX ONEpaLyH, MalfHUHIa KPUIITOBAIIOT  T. L.

JTlOycKASTCS HCTIONE30BAHKE TONBKO TOKTIOUEHA K CeTH MHTEPHET, KOTOPOS MPe0CTaBIACTOA
corpynuukame YUT. 3ampemaeTcd WCTIONB30OBAHHE CTOPOHAWX IPOrPaMMHO-aIMAPaTHRIX
pelIeH i A JOCTYIIa K BHEITHUM CeTAM, HallpHMep, 3G-momemoB, LTE-Moaemos # T. II.
KoHTparenTaM 3anpemaetcs camocTosTensHo (Ge3 cormacopaHds C YUT n YIB) BHOCHTBH
H3MEHeHHs B CeTeBEIe HACTPOHKHM CepBepoB M palOuMX CTAaHLMH, B HaCTHOCTH, H3MCHATH
Hactpoiiku IP-anpecoB ¥ MapIIpyTH3alHy CETEBOTO Tpaduka.

[lpr pabore ¢ WT-mmdpactpykrypoit OOuiecTsa KOHTPAreHTaM 3AlpEIACTCd  pasMemarh
¥ TIEpe/IaBaTh YTPOKAIOMYIO, KNEBETHHIECKYTO, HEMPACTOHYIO uH(OPMAIIHIO, & TaKKe IHo0Yyo
HHYF0 HHGOPMAIHIO, HAPYMIAIONMYH0 HOPMBI [GHCTBYIOMIEIO 3aKOHOIATENBCTER Poccuiickoi
depepanyn. Takke 3alpemacTcs INOCEIATh BEG-PECYPCH, CONCPKAILMC YKASAHMBIC THILLI
HHOPMaIH.

IIpu mepenade KoHGUASHIRATHON HEGOpPMAIH (xoMMepUeckol Tal b, ePCOHANBHAIX AAHHBIX
¥ T. /1) Yepe3 COOBIIER s STEKTPOHHOM IOUTE KOHTpareHTaM HeoOX0MuMO HCTIOIE30BATE CPENCTBA
mud poBaHUS.

3anpernaeTcs nepefada IMOYTOBBIX BIIOKEHHH, ABIAIONIMXCS HCIOMHACMBIMU datinamu, a TaKKke
APXMBOB, COEP/KALIMX HCIIONHAEMBIe Qailibl. B 9acTHOCTH, peub HAST O (aitmax ¢ paCIIAPEHHIMH
exe, .dll, .sys, .ser, .pif, js, .cmd, .bat, .psl u T. 1.

3ampermmaeTcs yCTAHOBKA YCTApEBLIMX BEPCUH MPOTPaMMHOTO ofecreyenus, B OCOOEHHOCTH
sepcuit [10, CHATHIX C TOLASPKKH IIPOM3BOMMTENEM, B TOM YHCIC ONSPALMOHHBIX CHCTCM.
Mcximodenue COCTABILNOT Clydad, KOrma ycTaHoBka ompegenéssod sepeuu IIO BRr3sana
[POU3BOACTBEHHOH HEOOXOMHMOCTEIO B COrlacoBaHa VHE.

TpcGosanus M0 HCIONB30BAHHIO CHEMHLIX HOCHTeIeH M MOPTATHBHBIX ycTpoiicrs

Vcronb30BaHHE KOHTPATeHTAMH CHEMHBIX HOCHTENeH MH(pOpMAaluH, TaKmx Kak (hramI-KapTh,
cheMEbIE T BHEIIHHE JKeCTKHe mucku, KapTsl mamara (SD, CF, MemoryStick u np.), CD/DVD-
R/W, MArHHTOONTHYECKHX ITHCKOB, IOAKIFOYASMBIX BHEIIHHX yerpoiets (HoyTOykoB, PDA,
cmapthonoB) 1 Ap. npH pabore ¢ MT-undpactpykrypoit ObmecTsa HOMKHO OBITH COTJIACOBAHO
c YUB.

3ampemacTcs KOMHPOBAHHE KOHQMIEHUHATLHOH uadopManyui  (KOMMEpYECKOH  TailHBI,
IIEPCOHANBHEIX IAHHEX ¥ T. 1.) OBInecTsa Ha CHEMHBIC HOCHTENH, IPHHATISHKAINES KORTPareHTy.
Bce HOCHTENH HEQOPMALMH ¥ IOPTATHBHEIE YCTPOHCTBA, BHOCHMEIC KOHTPArHTAMH Ha 00BEKTEI
O61ecTBa, TOMAKHE! OBITH YITEHBI B CIIEIUABHON KHHIE y9eTa, @ HX BHOC OPraHHU30BaH COTIacHo
mpoleaype, ONHCaHHOH B pasaene 3.4.

Bee HOcHTEH HHQOPMANME ¥ HHBIS MEKTPOHHEIE YCTPOHCTRA, TIOAKIII0YaeMBIC K JIBC, momKHbI
6BITH TPOCKaHHPOBaHL! aHTHREPYCHBM I10 Ha IPEeAMET HaMuus BPEIOHOCHOTO I10.

Bce MOPTaTUBHEE YCTPOHCTBA, BHOCHMEIE KOHTPAareHTaMy Ha 00BEKTEL Ob1mecTBa, NOMKHE HMETh
ycTanoB/IeHHOE aHTHBUpycHOE 1O ¢ aKTyanbHEIMH BEPCHAME aHTUBHPYCHBIX Ha3 1 MPOTPaAMMHBIX
Moy IeH.

Ha BCe MOpTATHBHEIC YCTPOHCTBA, BHOCHMBIC KOHTpareHTaMu Ha 00bekthl OOIISCTBA, JOTUKHEL
6BITH YCTAHOBIIEHE OGHOBIEHHS 630NACHOCTH ONEPAIMOHHBIX CHCTEM M IPHKIAIHOTO TI0O.

TpeGopanus 10 HCHOIB30BANHIO 00J1AYHBIX CEPBHCOB

Jlns obMmeHa mHbOpManmel Mexay KoHTpareHTamMu ¥ OOmecTBOM MOTYT HCHONB30BATHCA
obnaunsie ceppuckl, Takue kak xpammmmime NextCloud w mmardopma Microsoft Project.
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3.7.2.

i A6

3.7.4.

3.7.6.

3.3

3.8.

3.82.

3.8.3.

3.8.4.

3.8:5.

IIpencTaBHTENIM KOHTpareHTa MOryT OBITh CO3[aHBI JIOKalbHBIC YYETHBIC 3allHCH B CEpBHCE
NextCloud u mpenocTasies FOCTYI K ZHpeKTopuaM paboTHHKOB OOmECTBa TIO COTTIACOBAHHIO
¢ BrazenbLeM aupektopun u YUB.

Jlsi opraHM3alMy OCTyIa KOHTpareHTa K obnayHoMy CepBHCY DPabOTHHK IIOApa3/ie/eHHs-
KypaTopa JoMkeH cpOpMEpOBaTh 3aiBKy B cHcTeMy Service Desk ¢ ykasaHWeM CISIyIOMIHX
JAHHEIX IIPEICTABUTENI KOHTPareHTa:

®.1.0;

JIOJIKHOCTE;

aJipec NEKTPOHHOH II0UTHI;

KOHTaKTHBIH HOMEp TenedoHa,

CIIMCOK MAnoK (IUPEKTOPHiL) MIIH IPOSKTOB, K KOTOPEIM HEOOXOAMM JOCTYII;

TpebyeMBIil YpOBEHD IIPaB 0CTYNa (TONBKO YTSHUE / YTEHHE H 3aITHCh);

ONHCAHKE HODKHOCTHRIX 00s3anHocTel / 06ocHoBaHUE HEOOX0IHMOCTH HOCTYIIA.

O6s3aTeIbHBIM YCIOBHEM JUIA COTVIACOBAaHHs JOCTyNma K 00nadyHoMy CepBHCY sBJISETCS
TIpe/[BapHTENEHOE TIONITHCANNE KOHTPAreHTOM COTTIAIEHHS O HePasTTalleHHy KOHQHUIeHIMATEHOMH
nadhopmanuy (NDA) no popme ObimecTsa, a TaKxe cornacie codmonaTs TpeboBaHuI HACTOSIIETO
PernmaMeHTa M HECTH OTBEICTBEHHOCTh B CITyUae HApYIUEHWS (HEHCIOIHEHHS) TIONOMKEHHH
PernmamenTa.

ITpu pabore ¢ 00NaYHEIME CEPBUCAMHE 3aMPELIACTCA Pa3MEICHHE BPEIOHOCHOTO U IOTEHIMANBHO
omacHoro I1O ¥ HHBIX MAaTEPHAIIOB, HAPYIIAOIINX AeHCTBYIOEe 3aKOHOAaTeNbCTBO Pocculickoi
Depepaliv.

Tlpu pafore ¢ OOMAUHBIMH CEPBHCAMM 3alpelNacTcd pasMeleHHe IIePCOHANBHEIX HaHHBIX
QHU3UYSCKUX JINII, & TAKKE MATEPHAIOB, CONEPKAIIMX KOMMEPIECKYIO TAHHY.

3anpelaercs UCIONb30BAHAE 00IaUHBIX CEPBHCOB It IEPE/laii MATEPHAIIOB JIMYHOI0 XapaKkTepa,
(oTo-, BruIco- WK HHOH HHbOpMALHH, He OTHOCIIEH s K AesTensHocty O0mecTsa.

B memsx S5KOHOMHH [JMCKOBOTO NIPOCTPAHCTBA MOJIB30BATEIH IIPOBOAT IIEPECMOTP HH(OPMAIHH,
HaxofsleHcd B WCIOAB3YeMEIX WMH JMPEKTOPHAX OONAaYHOTO XPaHWIKINE, M YHAITIOT
HH(QOPMAIIHIO, TOTEPSBIILYIO CBOIO aKTYaTbHOCTD H YTPATHBIIYIO CBOK NEHHOCTH A BBITOMHEHNL
ciyxebHbIx 3anad. [lepecMOTp OIKEH IPOBOAKUTLCS HE PeKe UeM OIUH pa3 B TOfI.
TlpencTaBuTeNsIM KOHTpareHTa 3ampelacTcs IepenaBars (aiiyel, IOMy4eHHEIE Yepe3 o0naunble
CEpPBHCEL JIMIIaM, HE HMEIOIIAM HOCTYIIa K COOTBETCTBYIOMIEH NMPEKTOPMH MIIK IpOeKTy. Takxe
3anpelnacTes nepeaadya ayTeHTHOHKAIMOHHBIX TaHHBIX K 00Ma9HOMY CEPBHCY TPETHUM JIHIIAM.

B cayuae u3sMeHeHHS TOMDKHOCTHBIX 00s3aHHOCTEN MM YBOIBHEHHA IIPEACTABHTE/A KOHTPAreHTa
ero y4&THAS 3aIHCh B 0DNaUHOM CepBHCE He3aMEITHTEIEHO OI0KHPYyeTCsL.

Tp(‘ﬁOBaHHH II0 3aIMTe 0T BPEJOHOCHOT0 IPOTrpaMMHOT0 obecnedeHns

Bee cepsepsl B pafoure CTAHIMM KOHTPAareHTa, ¢ KOTOPEIX OcymlecTBiserca mocTym k MT-
uadpactpykrype ObinecTsa, IPOU3BOAUTCS XpaneHue U o6paboTka naHEEIX OfmecTsa, a Takike
HHBIE CHCTEMEI, 3aJEHCTBOBAHHBIC JUIL BBIMOMHEHHS paboT 1O HOTOBOPHEIM 0043aTENbCTBAM
¢ ObmecTBOM, HOMKHE! OBITE OCHAIIEHB! auTHRUPYCHBIM 11O,

JomyckaeTcsd HCIONBG30BAHUEC TONBKO JIMLEH3HOHHBIX aHTHBHPYCHBIX CPEJCTB, JETHTHMHO
3AKYIUIEHABIX Y MOCTABIIAKOB TAKUX TIPOTPAMMHBIX M IIPOTrpaMMHO-alllTapaTHEIX KOMIIIEKCOB.
Awntusupycuoe [10, mcrmonszyeMoe KOHTPareHTOM, HOMKHO BCErJla HMETh aKTyalbHBIE BEPCHH
AHTUBHPYCHEIX 0a3 B IPOTPaMMHBIX MOAynel. YCTaHOBIEGHHBIE 3alIUTHBIE PEINCHMSA MOJUKHEI
IOTy4aTh OOHOBJIEHHS U3 JOCTOBEPHLIX HCTOUYHUKOB HE PEKE TPEX pa3 B ICHB.

3anpemasTes YacTHYHOe WIIH MOHOE OTKIoYeHue anTuupycHoro 110 (Bekmouenre MOAyIeH,
OTKIJIFOYEHHE 3AIMUTHI, 3aBepIIeHHe paboThL IPOrpaMMbl B T. JI.). Takoke 3alpellaeTcs M3MEHEHHE
koHGHUrypauun aHTEBHpycHOro IIO, mpuBOAsmiee K CHUJKSHHIO YPOBHA obecredeHnd
rrdopManHoHHoH GesomacHocTH. HacTpoHKm aHTHBUPYCHEIX PEINEHHH JOMKHEI BKINOYATH
SBPHCTHYECKHE M CHTHATYPHBIE METOIb! OOHapy:KeHMs, aBTOMATHYECKOS JICYEeHUe 3apasKeHHBIX
00BEKTOB, IPOTOKOIHPOBAHHAE COOBITHH.

He pesxke OZHOro paza B HENENIO HOTLKHO IIPOH3BOMHTHCS aBTOMAaTH3HPOBAHHOE aHTHBUPYCHOS
CKaHHpOBaHHE BCEX CEPBEPOB H pabouHXx cTaHiui KOHTPAreHTa.
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3:8.6,

3.9.

3.9.1,

3.92.

393,

3.10.

31461,

3.10.2.

3.10.3.

3.10.4.

3.10.5.

3.10.6.

3.10.7.

3.10.8.

IIpu obHapyxenun BpenonocrHoro IIO mmm Apyrux npu3naxkos mHuumeHTa VB Ha cmcreMax,
HCIOMBE3yeMEIX B pabote ¢ JIBC OOmecTBa, a Takike XpaHsamux B oOpaGaTHIBAIONMX NTAHHEIC
O6mecTBa, KOHTPAreHT 00s3aH:

npounbopmuposars YUB;

IPEKPATHTh UCIIONb30BAHKE 3aPA/KEHHON CHCTEMBI (OTKIIIOUHTS KOMIIBIOTED OT CETH);
IpOoHH(DOPMUPOBATE HENOCPEACTBEHHOTO PYKOBOAUTEIA.

Tpebopanns K BeIDOTHEHUIO paGoT Ha ceTeBol nudgpacrpyxrype ObmecrBa

Cosnanne HOBBIX CETEBBIX COCHWHEHMH (TMONKITIOMEHNH) MEXITy CerMeHTaMH CETH M yCTAHOBKA
ceTeBoro obopyaosanus 63 cormacosanus ¢ YUB 3anpeniena. MeToIbI CETEBOr0 B3aMMONCHCTRUS
C BHEIIHHMH CETSIMH JOKHBI OBITH cornacoBaHsl ¢ YUB # OTpakeHBl B IPOSKTHOM, a Taxike
B padouel JOKyMEHTALHH.

Bee TenexoMMyHHKAIHOHHOS 060PYIOBAHHE [OIDKHO HAXOMUTECS B BLITETEHHBIX 3alIUITAEMBIX
DOMENIEHUAX HIM TENCKOMMYHHKAUMOHHEIX ImKadaX, OOOPYHOBAHHEIX B COOTBEICIBUU
¢ TpeCosanusvu o QuE3mdeckol GesomacHocTH. Bee HeMcIONB3yeMmble mHTep(EHCHEIE IIOPTEL
KOMMYHHKAI[MOHHOTO 000PYI0BaHMS IODKHEI OBITh OTKITIOYEHEL

Bee xalbemn xaGebHON CHCTEMEI ZO/DKHBL OBITH TIPOTOKEHEL B K0pobax, (hampIImonax/IoTonKax
HITH HHBEIM CII0C000M, HCKIIIOYAOINEM HX BBIBOJ HapyKy. Bee KOMMYTaUHOHHEIE TTAHENH JOJLKHE]
OBITE PACITONOKEHB! B KOHTPOTMPYESMBIX BalllMINaeMEIX IIOMENIEHHAX WM 3alipacMBbIX
1 OIIOMOMPOBAHHBIX MIKa(ax.

Ha xoMMyTalMOHHBIX HaHeNsSX HOMKHA HAXOMUTLCS MApPKUPOBKA Kadeled B COOTBETCTBHH
C TeKymied Tabmumeldl momimodeHHi H coequHeHHH. TeleKOMMYHMKAIHOHHOE 000pYIOBaHHE
TOJKHO OBITH IIPOMAPKMPOBAHO (HAIIPUMED, HaKIeHKaMy Ha HepefHeH NaHeH) TakuM 00pasoM,
9TO0LI €10 MOKHO OBIIO 0IHO3HAYHO MASHTH()HULMPOBaTh, HAPHMED, TI0 HHBESHTAPHOMY HOMEDY.

TpeboBanusa k 00paboTke MePCOHANLHBIX TAHHBIX

Ilepenava (HOCTYN) NEPCOHANBHBIX NAHHBIX OCYLISCTRISIEICS B MOPSIKE, YCTAHOBIEHHOM
BHYTPEHHHMH JOoKyMeHTaMH OOmecTBa, B COOTBETCTBHH C ACHCTBYIOUIMM 3aKOHOIATEIBCTBOM,
pernaMeHTHPYIOMmUM 00paboTKy TepCoOHaNIbHBIX TaHHBIX.

JocTyn x cuctemMaM, CONESP/KAIINM IIEPCOHANBHBIE JAAHHBIE, TIPEIOCTaBNIAeTes 110 COTIACOBAHMIO
C pabOTHMKOM, OTBETCTBEHHEIM 32 JIAHHYIO cucTemy, ¥ YUB. 3anpoc mocTyma ocyInecTBIsercs
NyTEM HalpaBICHHS 3aiBKHM 4epe3 cucreMmy Service Desk ummm cmy:kebmolt samucku B COJI
DIRECTUM or paGoTauka OfIecTBa, OTBETCTBEHHOIO 38 B3AUMOJICHCTBHE ¢ KOHTPATSHTOM.
Hoctym K cHcTeMaM, COJIEpKalliM MepcOHaNbHble JaHHbIE, IPEIOCTABIIETCd B COOTBETCTBHU
C IPHHIHKIIOM MHHAMAIBHBIX IPUBUICTHH (OTCYTCTBHEM H30OBITOYHOCTH IIpaB JOCTYIIA)
IIpH HAIMYWK MOTHBEpPOBaHHOrO obocHOBaHusg. (OO0CHOBaHWE HOCTYyHa JO/DKHO BKJIIOYETH
OITHCAHHE TTOCTABNEHHON 3a/1a4H, €& PEryIIPHOCTD, & TAK/KE IPECISAYEMbIE IISTIH.,

3anpeinaeTcs KONMpoBaHHe H3OBITOYUHBIX VIS PEHISHHS BBIIOJHAEMON 3aJadd MepcoHAaTBHBIX
JAHHEIX B JOKAILHBIE XPAHUITHING (HOCUTETH HH(OPMALIH).

llocme oxoHuaHus paGOTEI CO CKONHPOBAHHEIMH NCPCOHAIBHBIME JAHHEIMH  (IHOO
[IpH IIPHOCTaHOBKE pabOTBl Ha JIMTENBHBIN CPOK) CKONHPOBAaHHBIE NAHHEBIE JOJLKHEL OBITH
YIAIIEHB! M3 JOKAIBHOTO XpaHHIHLIA.

3anpemaercs XpaHeHHe W 0o0paboTKa TEPCOHANBHBIX IAHHBEIX W3 CHCTeM, BXOAgmiux B MT-
uHppacTpykrypy ObmecTsa, Ha CHCTeMEL, He IpHHaAIexaume OBIecTBy, B TOM YHCTe Ha TUIHELE
HOCHTENH HH(OpPMal¥d H 00NaYHEIe CEPBUCEHL, 38 HCKIIIOYEHUEM CIIy4YaeB, COTrNacoBaHuEX YUB,
KOI'JIA TAKHE CEPBHCEL COOTBETCTBYIOT TPeOORAHMAM 3aKOHOIETEIHCTRA.

3anperaeTes IMIIOPT MEPCOHATBHEIX IAHRBIX B IPYTHe CHCTEME! 6e3 cormacoranus YIB, a Takie
BIIAJIENTbIIA AKTHBE, B KOTOPOM XPaHATCS U 00pabaThIBaloTCs NaHHEIE HA TEKYITHH MOMEHT.
3anpeliaeTcs 310ynoTpebIaTh BOIMOKHOCTLIO JOCTYIIA K IEPCOHAIBHBIM JAHHEIM U HCIIOJB30BATh
HX B IAYHEIX IesIX. B cinyuae ofpanienus TpeThHX MHIT ¢ IPockGaMi 0 A0CTYIIE K NEPCOHABHEM
JaHHBIM HeoOxonumo uporsdopmuposars YHUB.
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